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STATij OF CONNEC_TICUT, DEPARTMENT OF PUBUC SAFETY~ 

INr ESTIGIITION REPORT (OPS-302-E) (REVISED 2/3/06) 

Report#: 1200704559 · 00228924 l 
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• I 
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' 
CFS NO INCIDENT DATE TIME INCIDENT DATE TIME PRIMARY OFFICER BADGE NO INVESTIGATING OFFICER BADGE NO 

1200704559 12/14/2012 09:41 12/14/2012 I JEWISS, DANIELE. 0336 KIELY, THOMAS D. 0905 

' INCIDENT ADDRESS APARTMENT NO TOWN CD TYPE OF EXCEPTIONAL CLEARANCE CASE STATUS 

00012 Dickinson Dr/ Newtown 06482 Not Applicable Active 

GAMING CONSOLES EXAMINATION 

Numerous items were seized by the Connecticut ~tate Police from 36 Yogananda Street in Newtown pursuant to a Connecticut Search and Seizure 

warrant in connection with the .investigation into the mass murder at Sandy Hook Elementary School on 12/14/2012. Shortly thereafter these items 

were turned over to the FBI for forensic examinatidn, and as a result each item bears a Connecticut State Police exhibit number and an FBI exhibit 

number. For record keeping and tracl<ing purposeb, it should be noted that U1ese items were seized under Sta_te Police case number 

CFS-12-00705354. 

The items were returned to the Connecticut State Police on 07/11/2013, at which time Danbury State's Attorney Stephen Sedensky requested that 

the three video game consoles be re-examined bylconnecticut Forensic Science Laboratory to determine if any item contained evidence relevant to 
. ! 

the school shooting. Det. Flynn #644 submitted th~ three consoles to the Forensic Science Laboratory on 07/25/20'13 for analysis under Lab ID 

number 1D-12-002105, CSP case number CFS-12\00704597. 

The Forensic Lab examined the consoles by conn~cting them to a monitor, powering them up and viewing the screens as a user would have. 
! 

Photos were then taken of the various screens to Gapture and document the information contained on them. The internal hard drives themselves 

could not be forensically examined due to tile pro J.rietary software they are programmed under. The Lab then issued a written report with a CD 
I 

containing copies of the photographs, both of whi\ are attached to this report. 

The submitted gaming consoles and examination nesults are as follows: 

. I 
THE UNDERSIGNED, AN INVESTIGATOR HAVING BEEN DULY.SWORN DE10SES ANO SAYS THAT. , AM THE WRITER OF THE ATTACHED POLICE REPORT PERTAININGTO THIS INCIDENT NUMBER. . ·•·. 

THAT THE INFORMATION CONTAINED THEREIN WAS SEG:UREO AS A RESilJLT OF (1 )MY PERSONAL O_BSERVATION ANO KNOWLEDGE: OR (2)1NFORMATION RELAYED TO ME BY OTHER MEMBERS /14( i, __ 
OF MY POLICE DEPARTMENT OR OF ANOTHER POLICE DEPARTMENT:OR l3)INFORMATION SECURED BY MYSELF OR ANOTH R MEMBER OFA POLICE DEPARTMENT FROM THE PERSON OR PERSONS ~;}JC...._: 5 
NAMED OR IDENTIFIED TiiEREIN, AS INDICATED IN THE ATTACHED REPOf T. THAT THE REPORT IS AN ACCUR,'\TE STATEME ., jo7'f}ie lJFORMATION so RECEIVED BY ME. 

INVESTIGATOR SIGNATURE: INVEST IGATOR 1.0_#: REPORT DATE: ~i'.s' . s GN,~grr SUPERVISOR I.D.#: 

ITFC THOMAS D KIEL YI 0905 ! 10/16/2013 03:46 pm j · I / 1 ·. , r-( ) ~:::l-~· ./ r,1J v , .... 

__ I ' . " " 



02716

1200704559 Cont. 

CSP#: 3 

Lab Submission #: 126 

FBI#: 1B38 

l 
STAT~ OF CONNECTICUT, DEPARTMENT OF PUBLIC SAFETY-

\ 
!NrESTiGATION REPORT (DPS-302-IE) {REVISED 2/3/06) 

I 
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DESCRIPTION: Sony PlayStatioh 2 

RESULTS OF EXAMINATION: The gaming histor~ and console information that was displayed on the lab monitor was actually stored on a memory 

card that was inserted into the console. The gamJs "Dynasty Tactics/ ,;Kingdom Hearts," "Kingdom Hearts II ," "Onimusha," "Dynasty Warriors," and 

"The Two Towers" were found in the gaming histo~y according to the photos provided (but not listed in the Lab report). All of those games are older 

strategy/fantasy role playing games aimed at pret6ens/teens, designed for console only use (no online multi-player functionality). It should be noted 
: 

that this gaming history may not be a complete listing of each game that a user l1as played on the system in the past. Additionally, no username or 
I 

other account information was found on the memdry card for tl:iis gaming system or included in the Lab report .-

CSP#: 12 

Lab Submission#: 127 

FBI#: 1B43 

DESDRIPTION: Xbox 

RESULTS OF EXAMINATION: While viewing the Gonsole at the Lab, information including a MAC address of "0050F2C02BB4," a game history for 

the console and an indication of an Xbox Live use{ account were found. It should be noted that the MAC address as listed above was not noted in 

the official written Lab report, but read from the provided photo image and may not be accurate. Also, no specific user name was noted in the official 

Lab report either, but again a possible user name ~f "0S9345" was visible in the photo images of the console The games found in the gaming 

history (also not listed in the Lab report) included "Pall of Duty 2: Big Red One," "Call of Duty: Finest Hour," "Dead or Alive 3," "Halo," "Halo 2," "Lego 

Star Wars," "MechAssault," Mercenaries," "MGS2 pubstance," Panzer Dragoon ORTA," PSO," "Shenmue 11," "Spiderman," "Splinter Cell 2," "Splinter 

Cell-CT," "Star Wars Battlefront," "Star Wars RepU_blic Commando," Tenchu: Return from Darkness," "The Return of the King," and "Worms Forts 

Under Siege." It should be noted that this gaminglhistory may not be a complete listing of each game that a user has played on the system in the 

past. · 
! 

CSP#: 43 

Lab Submission #: 128 

THE UNDERSIGNED. AN INVEST IGATOR HAVING BEEN DULY SWORN DEf OSES AND SAYS THAT: 1AM THE WRITER OF THE ATTACHED POLICE REPORT PERTAININGTO T HIS INCIDENT NUMBER. 

THAT THE INFORMATION CONTA INED THEREIN WAS SECURED AS A RESP.LT OF (1)MY PERSONAL OBSERVATION AND KNOWLEDGE: OR (2)1NFORMATION.RE1AYED TO ME BY OTHER MEMBERS 

OF MY POLICE DEPARTMENT OR OF ANOTHER POLICE DEPARTMENT.OR,(3)1NFORMATION SECURED BY MYSELF OR ANOT HER M MBE)'< FA POLICE DEPARTMENT FROM THE PERSON OR PERSONS 

NAMED OR IDENTIFIED THEREIN, AS INDICATED IN THE ATTACHED REPO'RT. THAT THE REPORT IS AN ACCURATE STATEMENT ' 'Hii I FO MATION so RECEIVED BY ME. 
I I 

\ u 

SUPERVISOR 1.0.#: 
--:, .. 

1<0 
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1200704559 Cont. 

FBI#: 1B42 

DESCRIPTION: Xbox 360 

I 
STATE OF CONNECTICUT, DEPARTMENT OF P UBU C SAFETY­

! 
1Nfif EST!GATION REPORT (DPS-302-E) (REVISE[) 2/3/06) 

Page 3 of 3 

RESULTS OF EXAMINATION: This console was unable to be powered up due to being damaged/inoperable. No further examination was done on 

this item. 

SEE ATTACHED FORENSIC LABORATORY REPORT AND CD 
I 

== END REPORT == 

THE UNDERSIGNED, AN INVESTIGATOR HAVING BEEN DULY SWORN DElfOSES AND SAYS THAT: I AM THE WRITER OF THE ATTACHED POLICE REPORT PERTAININGTO THIS INCIDENT NUMBER. 

THAT THE INFORMATION CONTAINED THEREIN WAS SECURED AS A RES~LT OF (1)MY PERS9NAL OBSERVATION AND KNOWLEDGE: OR (2)INFORMATION RELAYED TO ~E BY OTHER MEMBERS 

OF MY POLICE DEPARTMENT OR OF ANOTHER POLICE DEPARTMENT:OR k3) 1NFORMATION SECURED BY MYSELF OR ANOTHER M . BER OFA POLICE DEPARTMENT FROM TH.EPERSON OR PERSONS 

NAMED OR IDENTIFIED THEREIN, AS INDICATED IN THE ATTACHED REPO~T THAT THE REPORT IS AN ACCURATE STATEMENT 0
1 

(/.. ,i; FOfi! ATION SO RECEIVED BY ME. \ I ' .. t11 
INVESTIGATOR SIGNATURE: INVESTIGATOR I.D.#: REPORT DATE: su~~Vl\j>OR 

1
. N 'u ' f .. ~, . . SUPERVISOR 1.0.#: 

/TFC THOMAS D K IEL YI 0905 I 10/16/201303:46 pm ::::iJ+ I :)-
i -..J 

I 
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Comp11Eter Crimes arrnd Eilectrcmic .Eviden.ce JLabor-aitory 

LABORATORY REPORT 
CSP - ,vestern District Major Crime 

Laboratory Case#: fD-12-002105 

Agency Case#: CFS1200704S97 

Date of Request: 07/25/2013 

Date of Repor t: 08/15/2013 

Request for Analysis: 

Agency: Squad 

Address: Troop A 

90 Lakeside Road 

South.bm1\ CT 06488 

1. Recovery of data pertaining to a homicide investigation. 

EvsdeEl!ce Sl'llbmitted: 

126. #3 Bag w/ ''One Play Station 2 with controller and memory card" 
127. #12 Bag w/ "One Microsoft Xbox with Partially obliterated serial number" 
128. #43 Nag w/ "One A'box 360" 

FEndings and Condusforrn of Ex:aminatfon: 

Based upon the analysis, the following results were obtained: 

l. Recovery of data pertaining to a homicide investigation. 

Submission 126 was examined for its content. The PlayStation 2 game console was manually 
examined by plugging it into a TV and viewing it as the user would have. Photographs of the 
screen were taken at each new screen present. Vi'hi.le viewing the console, information such as 
the game history, and the console specification~ were located. The game history may not be a 
W-itiplete··11sttffg-of each game tlrara useThas played on tlfe system in1lie past. Tfiis-isbecause·---­
everything displayed was stored on the memory card present. The digital photographs taken can 
be found in Attachment 2. There are si,.1een (16) total images included in this attachment. 

Submission 127 was examined for its content. The same procedures were followed for 
examining the contents of the Xbox game console. Digital photographs ,;,,,ere talcen for each new 
screen displayed. Vv'hile viewing the console, information including a :MAC address, the game 
history for the console, and an A'box live account were found. The game history may riot be a 
complete listing of each game that the user has played on the system in the past. Games may or 
may not have information physically saved pertaining to them on the hard drive of the system. 

This report reflects the test results, conclusions, interpretations and/or the findings of the analyst and· 
technical reviewer as indicated by their signature below. 

Examiner: _ ____.L=--\ -i_S=----r,..,.,,.k'-'-l ),__.J__,_\ -~-f ...... [__,,_(..,._.(T'--_ 

Signature: _ _ _ \-"---/~"---7__,,,_S__,_.{J.._th\-+-, ,·_,,.,. _ _ _ ~ 
' 

QR-CC-10 
Revision #: 1 
Date: 12-14-20 l l Page 1 of2 
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LABORATORY REPORT 

Laboratory Ca1se #: ID-12-002105 
CSP- 'Western District Major Crime 

Agency: Squad 

Agency Case #: 

Date of Request: 

Date of Report: 

CFS1200704597 

07/25/2013 

08/15/2013 

Address: Troop A 
90 Lakeside Road 

Southbury, CT 06488 

The screenshots taken can be found in Attachment 1. There are twenty-four (24) total images 
included in this attachment. 

An attempt was made to examine submission 128. It was determined that the Xbox 360 console 
itself w~ damaged. The problem is a common problem knov.'11 by the manufacturer (Microsoft). 
No further analysis was performed on this submission. 

NOTE: Files (including images) included in this repo1t may display dates and times, TI1e specified date and time 
stan1ps reflected are based upon user-applied settings of the subject's computer, and do not necessarily indicate 
the accurate dates and times. · 

---- ----------- -- -

This report reflects the test results, conclusions, interpretations and/or the findings of the analyst and 
technical revievier as indicated by their signature below. 

l' \ '7 Sr. )-k 11 Examiner: ---=--1..,, _ _;;;:;:;.,-'"""!', .... ) ,_I _ 1 c'- _1 _,,~·.., <-:..:."i _ _ _ _ 

Signature: U!7cif(r( -----~"--~+--'---'---- - --
QR-CC-10 
Revision #: 1 
Date: 12- 14-201 ] 

Reviewer: 

Page 2 of2 
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State of Coinmectkut - JD)epartment o.f Emergent;cy 
c::, • , JP' r- TI · n · ~ '-' uervEces a:rma ; uu1nc 1r'ro~ectwn 

ComE,rn:ter Cdmes arnd Efoctrol'f1nc Ev~dernce Labor8!tary 

LABORATORY REPORT 
CSP- Western District Major Crime 

Labora_tory Case#: fD-12-002105 

Agency Case#: CFS1200704597 

Date of Request: 

Date of Report: 

Request for Ana!rsis: 

07/25/2013 

OS/15/2013 

Agency: Squad 

Address: Troop A 

90 Lakeside Road 

Soutb.bury1 CT 064.88 

1. Recovery of data pertaining to a homicide investigation. 

Evk!ence Submitted: 

126. #3 Bag w/ "One Play Station 2 with controller and memory card" 
· 127. #12 Bag w/ "One Microsoft Xbox with Partially obliterated serial number" 

128. #4 3 Nag w/ "One A.'box 360" 

Findings and Co-0tdernion_s o,f Examination: 

Based upon the analysis, the following results were obtained: 

l. Recovery of data pertaining to a homicide investigation. 

Submission 126 was examined for its content. The PlayStation 2 game console was manually 
examined by plugging it into a TV and viewing it as the user would have. Photographs of the 
screen were taken at each new screen present. 'While viewing the console, information such as 
the game history, and the console specifications were located. The game history may not be a 

-------complete-ltsttrrg-ure-irch-gIDnetlrn:nnrseTnas-playecn>nlne system rn llie past. Tfiis is 6ecau·_s_e ___ _ 
everything displayed was stored on the memory card present. The digital photographs taken can 
be found in Atta:chrnel!l: t 2. There are sixteen (16) total images included in this attachment. 

Submission 127 vras examined for its content. The same procedures were fo llowed for 
examining the contents of the Xbox. game console. Digital photographs were taken for each new 
screen displayed. \Vhile viewing the console, inforniation including a Iv!AC address, the game 
history for the console, and an Xbox live account were found. The game history may not be a 
complete listing of each game that the user has played on the system in the past. Games may or 
may not have information physically saved pe1iaining to them on the hard drive of the system. 

This report reflects the test results, conclusions, interpretations and/or the findings of the analyst and 
technical reviev{er as indicated by their signature below. 

Examiner: _ ___.l=~_\--Z,:;:.__;S~nc:..,.,,\ ),_t__._· J..-:_1--'f-'--(___,;:.c.,...cr.__· - -

Signature: _ _ _ _,\A"---"--7_5,<:_./'--"{ J...,..,,±tJ+,·:---/

1 

+, r-___ _ 

QR-CC-10 
Revision#: 1 
Date: 12-14-20 1 l Page l of 2 
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LABORATORY REPORT 
CSP - VVestem District Major Crime 

Laboratory Case#: ID-12-002105 

Agency Case #: CFS1200704597 

Date of Request: 

Date of Report: 

07/25/2013 

08/15/2013 

Agency: Squad 

Address: Troop A 

90 Lakeside Road 

Southbu:ry, CT 06488 

The screenshots taken can be found in Attac!urruent 1. There are tv,renty-four (24) total images 
included in this attachment. 

An attempt was made to examine submission 128. It was detennined that the Xbox 360 console 
itself was damaged. The problem is a common problem known by the manufacturer (Microsoft). 
No further analysis was performed 011 this submission. 

NOTE: Files (including images) included in this repo1t may display dates and times. The specified date and time 
stamps reflected are based upon user-applied settings of the subject's computer, and do not necessarily indicate 
the accurate dates and times. 

This report reflects the test results, conclusions, interpretations and/or the findings of the analyst and 
technical reviewer as indicated by their signature below. 

Examiner: l \ l, s)\ rt \ f'V . (.\ - --=---=:..:'-'-'--'----...,_,'-'----- -
. ,-, ,,, ; ll----1 ~ 

Signature: _ _ __ U.;....;__t ""-){A-""-ltt.-1--I\ ~ •·~,___ ____ _ 

QR-CC-10 
Revision #: 1 
Date: 12-14-201 I Page 2 of 2 




