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Report #: 1200704559 - 00215670 

STATE OF CONNECTICUT, DEPARTMENT OF PUBLIC SAFETY

INVESTIGATION REIPORT (OPS-302-E) (REVISED 2/3/06) 

Report Type: Initial Report: 0 Prosecutors Report: 0 Supplement: (gl Re-open: □ Assist O Closing: 0 

Attachments: Statements: O Teletype: O Photos: O Sketchmap: O Evidence: O Other: ~ 

CFS NO INCIDENT DATE TIME INCIDENT DATE TIME PRIMARY OFFICER BADGE NO INVESTIGATING OFFICER 

1200704559 12/14/2012 09:41 12/14/2012 JEWISS, DANIELE. 0336 ALLEGRO, CHRISTOPHER S. 

INCIDENT ADDRESS APARTMENT NO TOWN CD TYPE OF EXCEPTIONAL CLEARANCE CASE STATUS 

00012 Dickinson Dr/ Newtown 06482 Not Applicable Active 

SUPPLEMENTAL REPORT: SEARCH AND SEIZURE WARRANT (Nexon America, Inc.) 

------------------------------------------------- ~------------------------------------------------------------------------------------------------

Page 1 of 2 

BADGE NO 

0950 

ACTION TAKEN: On Tuesday August 27th, 2013, this Detective prepared an Affidavit and Application/ Search and Seizure Warrant (JD-CR-61) 

requesting all information associated with the accounts: "KAYNBRED" and "MG14c" held by Nexon America, Inc. for the time frame of January 1st, 

2009 thru December 31st, 2012. 

The Affidavit and Application was reviewed by State's Attorney Stephen J. Sedensky Ill and subsequently submitted to the Fairfield Judicial District 

located at 1061 Main Street in Bridgeport, Connecticut 06604. At 0946 hours, the Honorable Judge John F. Blawie signed the Search and Seizure 

Warrant. 

At 1207 hours, this Detective exec.uted the aforementioned Search and Seizure Warrant. The Search and Seizure Warrant was served 

electronically, via e-mail, to Mr. Andrew Boortz - General Counsel (aboortz@nexon.net) for Nexon America, Inc. located at 222 N. Sepulveda 

Boulevard, Suite 300, in El Segundo, California 90245. 

At 2022 hours, this Detective received an e-mail from Mr Boortz confirming the receipt/service of the Search and Seizure Warrant. 

ACTION PENDING: Upon receipt of the information associated with the accounts listed above, this Detective will complete the Return For and 

Inventory Property Seized on Search and Seizure Warrant portion of the JD-CR-61, the Property Seized Under Search Warrant form (JD-CR-52), 

and return the entire Affidavit and Application / Search and Seizure Warrant to court. 

THE UNDERSIGNED. AN INVESTIGATOR HAVING BEEN DULY SWORN DEPOSES AND SAYS THAT: I AM THE WRITER OF THE ATTACHED POLICE REPORT PERTAININGTO THIS INCIDENT NUMBER 

THAT THE INFORMATION CONTAINED THEREIN WAS SECURED AS A RESULT OF (1 )MY PERSONAL OBSERVATION AND KNOWLEDGE: OR (2)INFORMATION RELAYED TO ME BY OTHER MEMBERS 

OF MY POLICE DEPARTMENT OR OF ANOTHER POLICE DEPARTMENT:OR (3)1NFORMATION SECURED BY MYSELF OR ANOTHER MEMBER OF A POLICE DEPARTMENT FROM THE PERSON OR PERSONS 

NAMED OR IDENTIFIED THEREIN, AS INDICATED IN THE ATTACHED REPORT. THAT THE REPORT IS AN ACCURATE STATEMENT ( . ~HE/1FORrf TION SO RECEIVED BY ME. 

INVEST IGATOR SIGNATURE: INVESTIGATOR I.D.#: REPORT DATE: SUPERVISOR r; r~ 
SUPERVISOR 1.0.#: 

ITFC CHRISTOPHER S ALLEGRO/ 10/01/2013 06:1 0 pm 51 J3o 0950 .i< il . 
7J ,. -
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1200704559 Cont. 

ATTACHMENT(S): 

STATE OF CONNECTICUT, DEPARTMENT OF PUBLIC SAFETY

INVESTIGATION REPORT (DPS-302-E} (REVISED 2/3/06) 

1.) Copy of signed Affidavit and Application / Search and Seizure Warrant (JD-CR-61) 

CASE STATUS: Active 

THE UNDERSIGNED. AN INVESTIGATOR HAVING BEEN DULY SWORN DEPOSES AND SAYS THAT: I AM THE WRITER OF THE ATTACHED POLICE REPORT PERTAININGTO THIS INCIDENT NUMBER. 

THAT THE INFORMATION CONTAINED THEREIN WAS SECURED AS A RESULT OF (l )MY PERSONAL OBSERYATION AND KNOWLEDGE: OR (2)1NFORMATION RELAYED TO ME BY OTHER MEMBERS 

OF MY POLICE DEPARTMENT OR OF ANOTHER POLICE DEPARTMENT:OR (3)1NFORMATION SECURED BY MYSELF OR ANOTHER MEMBER OF A POLICE DEPARTMENT FROM THE PERSON OR PERSONS 

NAMED OR IDENTIFIED THEREIN, AS INDICATED IN THE ATTACHED REPORT. THAT THE REPORT IS AN ACCURATE STATEMENT OF Tri i1FOf 

INVESTIGATOR SIGNATURE: INVESTIGATOR I.D.#: REPORT DATE: SUPERVISOR SIG · R SUPERVISOR 1.0.#: 

ITFC CHRISTOPHER S ALLEGRO/ 0950 1010112013 06:10 pm C 
)(I J36 

Page 2 of 2 
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CFS 12·00704559 
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Any Information associated with the accounts: "l<A YNBFU:D" and the gamer tags )Nithin clan "MG·I 4c" ; All subscriber information, including full name(s), 
physical address(es), account ldentifier(s), email address(es). and telephone number(s); Account status, alternative email addresses provided during 
registration ; All transaction or connectivity logs, including records of session times, dates, durations, and assigned IP addresses ; Length of service 
(including start date) and types of service utilized ; All means and source of payment for such service (including any credit card or bank account number) : 
All content associated wilh chat communications, including but not limited to "Ail Chat", "Clan Chat Only", "Channel Chat", and "Community Forum" 
between "KAYNBRED" and gamer tags w ithin clan "MG14c": All records or other information stored at any time by an individual using the accounts, 
including address books, contact and buddy lists, calendar data, pictures, and files; All records pertaining to communications between-Nexon America, 
Inc. and any person regarding the account. including contacts with support services and records of actions tal<en; other records identifying any individuals 
who owned, used, or accessed the aforementioned accounts, Including but not limited to account opening records, subscriber contact information, account 
access logs, and email header information for the period of January j•t• 2009 through December 31st, 2012. 

. .. --· ·----

.. -: '.' 

. fu1urdei·, in violation of the Conneciocut Genera1 Sta[uies {C.G.S. 53a-54-a) ___ __ 

• . N•• - N • 

• ;,:. , .. , ,,. -..i :\., • 

Nexon America, Inc., A TTI\I: II/Ir. Andrew Boorcz O General Counsel, 222 N. Sepulveda Bouievarrd, Suite 300, EJ 
Segundo, California 90245 

*"* ADDITJONA!.. AUTHORIZATION PROVIDED BY CAL PENAL CODE SEC. ·1 524.2 AMD 18 U.S.C. 2703. 
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1. That the undersigned Affiants, Detective Christopher Allegro #950 and Detective John Kimball #877, are 

members of the Connecticut State Police, presently assigned to the Western District Major Crime Squad 

(WDMCS) and have approximately 28 years of combined law enforcement eJ<perience. Both Affiants have 
conducted numerous investigations of criminal activity including, but not limited to, murder, sexual assaults, 

kidnapping, robberies, narcotics violations, and assaults and have received specialized training in the 
processing of crime scenes and the collection of physical and trace evidence. The knowledge of the facts and 

circumstances contained hereinafter are the result of the Affiants' personal investigative efforts and 

observations, as well as those of other law enforcement officers acting in their official capacity, who related 
their findings to these Affiants. 

2. On Friday December 141h, 2012 at approximately 0935 hours, Newtown Police Department Dispatch received a 

9-1-1 call from a caller at the Sandy Hool< Elementary School located at 12 Dicl~inson Drive in Newtown, 
Connecticut. The caller reported that an active shooting situation was occurring at the Sandy Hook Elementary 

School. 

3. As a result of the 9-1-·I call, numerous law enforcement personnel, including members from the Newtown 

Police Department and the Connecticut State Police, responded to the Sandy Hook Elementary School in 

Newtown. Upon arrival, law enforcement personnel conducted a search of the interior and exterior of the 

school. Investigators located Connecticut registration 872YEO, a 2010 black-colored Honda Civic. unoccupied 
and parked near the fire lane directly in front of the school. The registered owner for the Honda Civic is Nancy 
Lanza. year of birth - 1960, of 36 Yogananda Street in Newtown, Connecticut. 

4. As investigators entered the school, numerous children and school personnel were located deceased within the 

school. Investigators also located a white male dressed in military style clothing, lying deceased on the floor in 
room 10. The deceased male was in possession of several firearms. The deceased male has been positively 

identified as Adam Lanza, year of bi11h - 1992, hereinafter referred to as "the shooter", who resided at 36 
Yogananda Street in Ne1,vtown. Connecticut. 

5. Law enforcement personnel, including members of the Connecticut State Police - Emergency Service Unit, 

responded to the residence of Nancy Lanza at 36 Yogananda Street in Newtown, Connecticut. Upon arrival at 
Lanza's residence, members of the Connecticut State Police - Emergency Service Unit gained entry into the 

house and located a deceased middle-aged white female lying on a bed in the 2nd floor master bedroom. The 

white female sustained an apparent gunshot wound to her forehead. The deceased female was positively 
identified as Nancy Lanza, year of birth, 1960. 

6. On Thursday December ·!4th, 2012, !aw enforcement agents interviewed a witness who lmew Adam Lanza and 

stated the he rarely left his home and considered him to be a shut-in. The witness also stated that "the shooter" 
has a gun safe containing at least four guns. The witness also stated that "the shooter" had attendee! the 

Sandy Hook Elementary School. 

7. On Thursday December 141h, 2012 a Search and Seizure Warrant (Nlincey) was applied for and granted for the 

residence located at 36 Yogananda Street in Newtown, Connecticut. The Search and Seizure Warrant was 
authorized by the Honorable John F. Blawie. 

8. During the execution of the Search and Seizure Warrant at the Lanza residence (36 Yogananda Street), 
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investigators seized various items of evidentiary value. Among these items were personal computers and 
electronic equipment that would provide the user with a means of communication via the Internet. "The 

shooter" resided at this address with his mother (Nancy Lanza) and would have had access to all the 
aforementioned items. 

9. Through investigative efforts conducted by other law enforcement officers including a comprehensive review of 

seized items of evidentiary value, these Affiants learned that one of the computer hard drives located within the 

Lanza residence (36 Yogananda Street) contained an electronic folder labeled "Cornlbat Arms Screenshots". 
Within this folder were one-hundred seventy-two Cl 72) digital "screenshots" or images tal<en while playing the 

video game, "Combat Arms". 

'10. An Internet search of Combat Arms revealed it to be a multiplayer, free-to-play, modern, ·first-person shooter 
(FPS) game "served" or hosted by Ne:<on America, inc. located at 222 N. Sepulveda Boulevard, Suite 300, 

in El Segundo, California 90245. Combat Arms has over 10,000,000 registered players. The game supports 
community features such as Clans, Internet Relay Chat (IRC), and an in-game Friends' List. Combat Arms 
uses a player ranking system based on total experience, using common military ranks that players can obtain. 

Completing objectives, killing other players, and leveling up one's rank gives the player money in the form of 

Gear Points (GP) that can then be used to purchase new equipment. Equipment includes weaponry, weapon 
attachments, and accessories for one's character. Players can also purchase equipment from the Black Market 

(previously known as the Nexon Cash Shop) using Nexon Cash (NX) that is bought with real-world money. 

11. Further review of the aforementioned screenshots, revealed an online gaming account/ character with the 

associated gamer tag, "~<AVNBR!ED". A gamer tag is a name (usually a pseudonym) adopted by a video 

gamer and used as the individual's preferred identification method within the gaming community. In this case, it 
appears that l(A YNBRED was the sole gamer tag utilized when logging on / playing Combat Arms from this 

computer. 

12. The gamer tag, t<AYNBRED, also possessed a "clan tag", which is a unique marker, image, or symbol, used to 
identify that the gamer is a member of a specific clan. Clans are generally a group of gamers who play 

together as a team against other clans. They are most commonly found in online multi-player games in which 
one team can face off against another. Clans can also be formed to create loosely based affil iations perhaps 
by all being fans of the same game or merely gamers who have close personal ties to each other. FPS clans 

normally host servers with rules that they lil<e. For instance, if a group of gamers like to use pistols only, they 

could join a clan that runs a pisiols only seiver and the clan would enforce the rules. So, it is important to join a 
clan that has server rules you enjoy or you could easily find yourself removed from the clan. KAYNBRED was 

a member of clan " f\/lG·l~Jc". Additional inf~rmation depicted within t he screenshots, noted twenty-two (22) 
other gamer tags to be associated with clan MG14c as wel! as snippets of chat content corresponding (to and 

from) with KAYf\lBRED and other members of IVIG14c. 

13. The definition of lnterne, Relay Chat (iRC) is a protocol for live interactive internet text messaging (chat} or 

synchronous conferencing. It is mainly designed for group communication in discussion forums, called 
channels but also allows one-to-one communication via private message as well as chat and data transfer 

including file sharing. Combat Arms affords its users the following four (4) means of IRC from which to 

communicate while gaming: "All Chat", "Clan Chat Only", "Channel Chat", and a "Community Forum" . 

14. Based on the Affiants' training and experience, a perpetrator(s), or persons knowing the victirn(s), may have 
communicated by way of Internet Relay Chat (IRC) while participating in virtual communities, including but not 
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limited to Internet-based FPS games. Also, any co-conspirators in the planning, execution, and/or cover up of 

a particular crime may have communicated by way of IRC. Additionally, persons who communicate or attempt 

to communicate in this manner may have knowledge or valuable information leading to the identification of a 

perpetrator(s), and/or potential w itness(s) of the crime. 

'I 5. The Affiants have personal knovvledge that Uie "game 'iierver" or host of Combat Arms is N·e:con America, Inc., 

222 N. Sepulveda Boulevard, Suite 300, Ei Segundo, California 90245. 

16. Based upon the facts and circumstances described above, the Affiants have probable cause to believe that 

Neicon America, Inc., 222 "1. Sepulveda Boulevard, Suite 300, El Segundo, California 90245 has in its 

posse·ssion account information associated with the gamer tag, "KA YNBRED" and the gamer tags within clan 

"MG14c". which will contain evidence relating to the crime of Murder, in violation of Connecticut General 

Statute (C.G.S. 53a-54c). 

17. Therefore, your A'ffiants are respectfully requesting a Search and Seizure warrant be issued for Me:con 
America, Inc., 222 NI . Sepulveda Boulevard, Suite 300, Ei Segundo, Ca!ifomia 90245 for any information 

associated with the accounts: "KAYMBRED' and the gamer tags within clan "MG14c" ; All subscriber 

information, including full name(s), physical address(es), account identifier(s), email address(es), and 

telephone number(s) ; Account status, alternative email addresses provided during registration ; All transaction 

or connectivity logs, including records of session times, dates, durations, and assigned IP addresses ; Length 

of service (including start date) and types of service utilized ; All means and source of payment for such service 

(including any credit card or bank account number) ; All content associated with chat communications, including 

but not limited to "All Chat", "Clan Chat Only", "Channel Chat", and "Community Forum" between "KAYI\IBRED" 

and gamer tags within clan "MG14c"; All records or other information stored at any time by an individual using 

the accounts, including address books, contact and buddy lists, calendar data, pictures, and 'files ; All records 

pertaining to communications between Nexon America, Inc. and any person regarding the account, including 

contacts with support services and records of actions taken ; other records identifying any individuals who 

owned,' used, or accessed the aforementioned accounts, including but not limited to account opening records, 

subscriber contact information, account access logs, and email header information for the period of Ja11uarv 
1st, :W09 through December 3•1st, 2012. 

18. Both California law, under the California Penal code Sec. 1524.2, and federal law, under 18 U.S.C. 2703, 

provide authority for out-of-state search warrants of providers of electronic communication services or remote 

computing services. 

*** H possible, piease emaii all requested information to Christopi1er.A1legrc@ci .gov . 
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This is an evolving investigation In which the !deniifoca'tion of aclditlonal suspect{s) and co-corisplrators could tbe 
potentially comp1·omdsed by disclosure of 'the aforeme11iionecl information a~ this juncw,·e. 
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NeJcon America, inc., ATTN: Mr. Andrew Boortz - General Counsel, 222 M. Sepulvecla 8oulevarci, Suite 300, El 
Segundo, California 90245 

,,.,., ADDITIONAL AUTHORIZATION ?ROVIDcD BY CAL PENAL CODE SEC. '1524.2 AND '13 U.S.C. 2703. 

Any information associated with the accounts: "l<AYI\IBRED" and the gamer tags within clan "MG14c" : All subscriber Information, Including full name(s), 
physical address(es), account identifier(s), email address(es), and telephone number(s) ; Account status. allernalive email addresses provided during 
registration ; All transaction or connectivity logs, Including records of session times, dates, durations, and assigned IP addresses ; Length of service 
(including start date) and types of service utilized ; All means and source of payment for such service (including any credit card or bank account number) ; 
All content associated w ith chat communications, including but not limited to "All Chat", "Clan Chat Only", "Channel Cllat", and "Community Forum" 
between "KAYNBREO" and gamer tags within clan "MG14c" ; All records or other information stored at any time by an individual using the accounts. 
Including address books, contact and buddy lists, calendar data, pictures, and files ; All records pertaining to communications between Nexen America, 
Inc. and any person regarding the account. including contacts with support services and records of actions taken ; other records identifying any individuals 
who owned, used, or accessed the aforementioned accounts, including but not limited to account opening records, subscriber contact Information, account 
access logs, and email header information for the period of Januarv 1•1• 2009 through December 3'l st, 2012 . 
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CR- ; CFS 12-00704559 

Nexen America, inc., ATTN: IVlr. Andrew Booriz. General Counse!, 222 N. Sepulveda 8oulevarrd, Suite 300, El 
Segundo, Cali1ornia 90245 

''*" ADDITIOl\l:'.\l.. AUTHORIZAi!Ol\l PROVIDED BY CAI.. PE~HU. CODE SIEC. '1624.2 ,<\ND 13 U.S.C. 2703. 
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